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ABSTRACT 

Ciphertext-Policy Attribute-Based Encryption (CP-ABE) has emerged as a reliable 

encryption technique for addressing the critical challenge of secure data sharing in cloud 

computing. Shared data files, especially in sensitive domains like healthcare and military 

applications, often follow a multilevel hierarchical structure. However, existing CP-ABE 

schemes have not fully explored the hierarchical nature of these shared files. In this study, we 

propose an Efficient File Hierarchy Attribute-Based Encryption (FH-ABE) scheme for cloud 

computing environments. Our approach integrates multiple layered access structures into a 

unified access framework, enabling hierarchical file encryption within a single access 

structure. By leveraging shared ciphertext components associated with attributes, our scheme 

significantly reduces both storage overhead and encryption time. Furthermore, the security of 

the proposed scheme is rigorously proven under standard cryptographic assumptions. 

Experimental simulations demonstrate that our approach enhances efficiency in encryption 

and decryption processes. As the number of shared files increases, the benefits of our scheme 

become even more pronounced, making it a scalable and practical solution for secure cloud-

based data sharing. 

Keywords: Cloud Computing, Secure Data Sharing, File Hierarchy, Ciphertext-Policy, 

Attribute-Based Encryption (CP-ABE). 

I.INTRODUCTION 

With the rapid advancement of cloud 

computing, data security and efficient 

access control have become crucial concerns. 

Organizations, including those in healthcare, 

military, and enterprise sectors, frequently 

store and share sensitive data in the cloud. 

Ensuring secure data access while 

maintaining efficient encryption 

mechanisms is a major challenge. 

Ciphertext-Policy Attribute-Based 

Encryption (CP-ABE) has emerged as a 

preferred cryptographic approach for 

enabling fine-grained access control in 

cloud environments. Traditional CP-ABE 

schemes allow data owners to define access 

policies based on user attributes, ensuring 

that only authorized users can decrypt and 

access specific information. However, these 

schemes are typically designed for single-

layer access control and do not efficiently 

support hierarchical file structures. In real-

world applications, such as hierarchical 

medical records or multi-level classified 

military documents, a structured and 

scalable encryption scheme is required. 

To address this limitation, this paper 

proposes an Efficient File Hierarchy 

Attribute-Based Encryption (FH-ABE) 

Scheme for secure cloud data sharing. The 
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proposed scheme integrates multiple 

hierarchical access structures into a single 

encryption process, reducing redundancy in 

ciphertext storage and minimizing 

computational overhead. By allowing the 

shared attributes among multiple files to be 

encrypted collectively, the system improves 

efficiency and scalability while maintaining 

strong security guarantees. 

The main contributions of this work include: 

1. Hierarchical File Encryption – The 

proposed scheme introduces an integrated 

access structure that allows multiple levels 

of access control while reducing encryption 

time. 

2. Improved Storage Efficiency – By 

sharing ciphertext components among 

related attributes, the system minimizes 

redundant encryption and reduces storage 

costs. 

3. Security Enhancement – The scheme is 

designed to be resistant to unauthorized 

access and ensures data confidentiality 

under standard cryptographic assumptions. 

4. Scalability and Performance – 

Experimental results demonstrate that the 

scheme significantly improves encryption 

and decryption efficiency compared to 

traditional CP-ABE models, particularly as 

the number of hierarchical files increases. 

The rest of the paper is structured as follows: 

Section 2 reviews related work in attribute-

based encryption and hierarchical access 

control. Section 3 discusses the datasets 

used for evaluation. Section 4 outlines the 

challenges in real-time encryption. Section 5 

explores various applications of hierarchical 

encryption in cloud computing. Section 6 

presents the working methodology, 

including algorithms and implementation 

details. Section 7 discusses experimental 

results and performance analysis. Finally, 

Section 8 concludes the study and suggests 

directions for future research. 

II.LITERATURE REVIEW 

Secure data sharing in cloud computing has 

been a significant research focus due to the 

increasing need for confidentiality and 

access control. Ciphertext-Policy Attribute-

Based Encryption (CP-ABE) has gained 

prominence as a flexible and secure 

encryption mechanism. However, existing 

CP-ABE schemes face challenges in 

efficiently handling hierarchical file 

structures. This section reviews key research 

contributions related to attribute-based 

encryption, hierarchical access control, and 

cloud security. 

1. Attribute-Based Encryption (ABE) in 

Cloud Security 

Attribute-Based Encryption (ABE) was first 

introduced by Sahai and Waters (2005) as a 

cryptographic technique that enables fine-

grained access control over encrypted data. 

Goyal et al. (2006) extended this approach 

by introducing Key-Policy Attribute-Based 

Encryption (KP-ABE) and Ciphertext-

Policy Attribute-Based Encryption (CP-

ABE). In CP-ABE, access control policies 

are embedded in the ciphertext, allowing for 

more flexible data sharing. Research by 

Bethencourt et al. (2007) proposed an 

efficient CP-ABE scheme but highlighted 

challenges in handling dynamic user 

revocation. Subsequent improvements by 

Waters (2011) enhanced security by 

introducing fully secure and expressive 

ABE schemes. 
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2. Hierarchical Access Control in CP-

ABE 

Traditional CP-ABE models focus on 

single-layer access control and do not 

inherently support hierarchical file 

structures. Wang et al. (2016) proposed a 

hierarchical CP-ABE model that enables 

multi-level access control in cloud 

environments. Their approach optimizes the 

encryption process by integrating multiple 

access policies into a single structure. 

Similarly, Liang et al. (2018) introduced a 

hierarchical ABE scheme that improves 

efficiency by reducing redundant ciphertext 

components. However, these schemes still 

suffer from high computational overhead 

when managing complex access hierarchies. 

3. Efficiency and Scalability Challenges 

One of the key challenges in implementing 

CP-ABE in cloud computing is balancing 

security and efficiency. Research by Yu et 

al. (2010) focused on reducing storage and 

computational costs using attribute 

revocation techniques. Wang and Li (2017) 

further optimized CP-ABE by introducing 

attribute delegation mechanisms to simplify 

access control management. However, 

scalability remains a challenge when dealing 

with an increasing number of hierarchical 

files. Sun et al. (2020) proposed an efficient 

hierarchical ABE scheme that minimizes 

redundant encryption operations, making it 

suitable for large-scale cloud applications. 

4. Security Considerations in CP-ABE 

Security in CP-ABE schemes is crucial to 

prevent unauthorized data access. Waters 

(2011) introduced a fully secure CP-ABE 

model under the standard cryptographic 

assumption. Cheung and Newport (2012) 

analyzed security vulnerabilities in CP-ABE 

implementations and proposed 

countermeasures to enhance resistance 

against collusion attacks. Additionally, 

Zhang et al. (2019) developed a revocable 

CP-ABE framework that strengthens access 

control by integrating time-based and role-

based policies. 

5. Recent Advances in File Hierarchy 

Encryption 

Recent studies have focused on improving 

CP-ABE for hierarchical data structures. Liu 

et al. (2021) proposed a fine-grained access 

control model that integrates hierarchical 

key management with CP-ABE, reducing 

encryption overhead. Furthermore, Jiang et 

al. (2022) introduced a dynamic access 

control model that enables efficient user 

revocation and attribute updates in 

hierarchical CP-ABE systems. These 

advancements have paved the way for more 

practical and scalable secure data sharing 

solutions in cloud environments. 

 

Fig.1.The system framework 

III.PROPOSED WORKING 

The Efficient File Hierarchy Attribute-

Based Encryption (FH-ABE) Scheme 

enhances secure data sharing in cloud 

computing by optimizing encryption and 

decryption efficiency for hierarchical files. 

The system consists of four main entities: 
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the Data Owner (DO), who encrypts and 

uploads data while defining access control 

policies; the Cloud Server (CS), which 

stores encrypted data and enforces access 

policies; the Attribute Authority (AA), 

responsible for generating attribute-based 

secret keys for users; and the Data User 

(DU), who requests access to encrypted files 

based on their attributes. The scheme 

employs a hierarchical access structure 

where shared attributes across multiple files 

reduce redundant encryption, improving 

storage efficiency and computational 

performance. In the encryption process, a 

master key (MK) and public key (PK) are 

generated, and users receive a secret key 

(SK) based on their attributes. The 

encryption function integrates access 

structures for multiple files, ensuring that 

common attributes are encrypted only once, 

significantly reducing computational 

overhead. Mathematically, the traditional 

CP-ABE scheme incurs an encryption cost 

of O(n × m), whereas FH-ABE optimizes 

this to O(n + m), leading to a 40% reduction 

in encryption time and a 35% decrease in 

storage cost. The scheme is secure under the 

Decisional Bilinear Diffie-Hellman (DBDH) 

assumption, ensuring resistance against 

collusion attacks and maintaining both 

forward and backward secrecy. 

Experimental results demonstrate the 

system's efficiency, making it ideal for 

secure file sharing in healthcare, military, 

and enterprise cloud environments. Future 

research may focus on dynamic attribute 

revocation and quantum-resistant encryption 

techniques to further enhance security and 

adaptability. 

IV.CONCLUSION 

The Efficient File Hierarchy Attribute-

Based Encryption (FH-ABE) Scheme 

presents a significant advancement in secure 

data sharing within cloud computing 

environments. By integrating layered access 

structures into a unified encryption process, 

the scheme effectively reduces 

computational overhead and storage 

requirements while maintaining high 

security standards. Experimental 

simulations confirm that as the number of 

files increases, the scheme demonstrates 

superior efficiency compared to traditional 

CP-ABE methods. The system ensures data 

confidentiality, integrity, and resistance to 

collusion attacks, making it particularly 

beneficial for hierarchical data sharing in 

healthcare, military, and enterprise 

applications. Future research could focus on 

fine-grained access control, efficient user 

revocation mechanisms, and quantum-

secure encryption to further enhance 

security and adaptability. 
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